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ABSTRACT 

 
ARTICLE INFO 

Cloud computing provides scalable, low-cost, and location-independent simple 

backup services to store at cloud infrastructures. The fast growth of data volumes 

stored on storage has led to an increased demand for techniques for saving disk space 

and network bandwidth. We propose a server-side de duplication scheme for 

encrypted data. It allows the server to control access to outsourced data even when 

the ownership changes dynamically by exploiting randomized convergent encryption 

and secure ownership group key distribution. Cloud computing provides scalable, 

low-cost, and location-independent online services ranging from simple backup 

services to cloud storage infrastructures. The fast growth of data volumes stored in 

the cloud storage has led to an increased demand for techniques for saving disk space 

and network bandwidth. 
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I. INTRODUCTION 

With the explosive growth of digital data, 

deduplication techniques are widely employed to 

backup data  and minimize network and storage 

overhead by detecting and eliminating redundancy 

among data. Instead of keeping multiple data copies 

with the same content, deduplication eliminates 

redundant data by keeping only one physical copy and 

referring other redundant data to that copy. Though 

deduplication technique can save the storage space for 

the cloud storage service providers, it reduces the 

reliability of the system.The convergent encryption 

technique can be used to encrypt the data before using 

so that data security can be protected, on cloud storage. 

In this system we look for the duplicate file on cloud 

storage and also security is applied using encryption. 

 

Dynamic ownership management is an important 

and challenging issue in secure deduplication over 

encrypted data in cloud storage.  

 

Data integrity may be threatened by attack. 

Different from traditional deduplication systems, the 

differential privileges of users are further considered in 

duplicate check besides the data itself. We also present 

several new deduplication constructions. 

 

We use the CE encryption algorithm for encrypt 

the file simultaneously we check the duplicate file 

using the hashing. Also enhanced this system using 

recover option, cloud provide the deleted file backup 

on requesting. This paper makes the first attempt to 

formally address the problem of authorized data 

deduplication. Different from traditional deduplication 

systems, the differential privileges of users are further 

considered in duplicate check besides the data itself. 

We also present several new deduplication 

constructions supporting authorized duplicate check in 

local  cloud architecture. 

. 

II. LITERATURE SURVEY 

 

[1]TAEK-YOUNG YOUN and KU-YOUNG CHANG, 
Efficient Client-Side Deduplication of Encrypted Data 

with Public Auditing in Cloud Storage. 
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Description: Studied the problem of deduplication in 

multi-tenant environment. The authors proposed the 

use of the convergent encryption, i.e., deriving keys 

from the hash of plaintext. 

 

[2] Junbeom Hur_and Dongyoung Koo Secure data 

deduplication with dynamic ownership management”.  

Description:The pairing technique allows the three key 

components to be transmitted on a public channel 

while guaranteeing their security. The performance 

result indicates that the proposed scheme is more 

scalable and efficient than the previous scheme. 

 

[3] Hui Qi, Yingjie Han and Xiaoqiang Di “Scalable 

and Reliable Key Management for Secure 

Deduplication in Cloud Storageproofs or attacks for a 

large number of identity-based identification and 

signature schemes defined either explicitly or 

implicitly in existing literature. 

 

[4] J. Xu, E.-C.Chang, and J. Zhou, “Weak leakage-

resilient client side deduplication of encrypted data in 

cloud storage”, 2013Description: In this solution is 

based on a cryptographic usage of symmetric 

encryption used for enciphering the data file and 

asymmetric encryption for Meta data files, due to the 

highest sensibility of this information towards several 

intrusions.   

  

[5] Hui Qi, Yingjie Han and Xiaoqiang Di “Secure 

Data Deduplication Scheme Based on Distributed 

Random Key in Integrated Networks . 

Description: Proposed a solution here the data which is 

common between users  to increase the speed of 

backup and reduce the storage requirement namely 

backup algorithm. Supports client-end per user 

encryption is necessary for confidential personal data. 

 

III. PROPOSED SYSTEM 

 

 
Fig 1. System Architecture 

 
Fig:- Data Flow Diagram 

 

Reduced storage allocation - Deduplication can reduce 

storage needs by up to 80% for files and backups. 

Therefore, an enterprise can store far more backup 

data for a given expenditure and this lengthens disk 

purchase intervals automatically. This helps in storing 

data to disk cost efficiently, taking advantage of its 

speed and eliminating the need for tape. 

 

Effectively increase network bandwidth - No copies 

need to be transmitted over the network if 

deduplication takes place at the source. 

 

 

 The Data Owner uploads the specific file on the 

system. 

 The System performs encryption using the 

Convergent Encryption algorithm. 

 The Data Owner views details and verifies for 

Duplication. 

 The User views the required file which is uploaded 

in the System. 

 The User requests download from the Data Owner. 

 The Owner grants permission to the System to 

download the file. 

 The file gets decrypted in the System maintaining 

PoW(Proof Of Ownership) . 

 The decrypted file is then downloaded by the User. 
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V. CONCLUSION 

 

In the proposed system we are achieving the data 

Deduplication. Every file which is uploaded to the 

cloud is also predefined by a set of privileges to 

specify what type of users is allowed to perform the 

duplicate check and access the files. Before submitting 

the duplicate check request for a file, the user needs to 

take this file and take his own privileges as inputs. The 

user is able to find a duplicate for this file if and only 

if there is a similar copy of this file and a matched 

privilege stored in cloud. 
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